
US Needs New Legal Powers to Extract Data
From Companies Overseas - Microsoft

WASHINGTON, September 17 (Sputnik) - The US government must
craft a new law to define processes for recovering data held by private
American companies in foreign jurisdiction, Microsoft President and
Chief Legal Officer Brad Smith said in a release. "The legislation would
establish a rule of law for how law enforcement can obtain data that
may beheld abroad," Smith said on Wednesday. "Without enactment of
this type of bill, we face the prospect of increasing legal conflicts
between governments and the loss of privacy for consumers." Smith
expressed hope Congress would pass the Law Enforcement Access to
Data Stored Abroad Act (LEADS) to provide the US government with
legal authority to obtain electronic data held abroad. "This would build
on judicial trends and the fact that the courts increasingly agree that e-
mails deserve the same protections as written letters in the physical
world," Smith said. "In short, the need for legal change is real. The
stakes for privacy and people are high." Smith said LEADS would
reform the Electronic Communications Privacy Act (ECPA), established
in 1986, and force law enforcement to get a warrant before trying to
access someone’s e-mail. He also said the current ECPA does not
address the global nature of US businesses. "We do not believe that
existing law provides the authority for US law enforcement unilaterally
to obtain a person’s e-mails and other electronic data, such as pictures
or documents, when these are stored in data centers located abroad,"
Smith said. On September 7, The New York Times revealed that the US
Department ofJustice had issued a court order to Apple and Microsoft
to turn over text messages and e-mails between suspects in a drug
trafficking investigation.
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